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1ISO 14229: Unified Diagnostics Services

CAN |dentifier CAN Data
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Single Frame Code | Size .
: Data and / or Padding
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First Frame : Code . .
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(FF) : (1)
Consecutive - Code | Index )
: Data and / or Paddin
Frame (CF) : @ | (0-15) ! g
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Flow Control Code | Flag : . )
. Block Size Block Size Data and / or Paddin
Frame (FC) - (3) | (03) ! 9




ISO 15765: UDS-Transport Layer Services

Fester — » Single Frame (SF) Request: request

: multi-packet data
' Single Frame (5F) request

l 3’" » First Frame (FF): Acknowledge and

First Frame (FF)
%

. _ , start data transfer
i Flow Control (FC) Frame with STrmin and BS

f » Flow Control (FC) Frame: Manage
II:II:IE ) [Continuous Frames (CF) from ECLU to Tester]

¢ Consecutive Frame (CF) - Data Transfer with Separation Time
(ST) and Block Size (BS)

» Consecutive Frame (CF): Consecutive

alt [additional FC needed]
. Flow Control (FC) Frame (additional)

>

' ! Data Frames
‘Tester ‘ ‘ ECU
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Benchtop Testbeds

Four different configurations of benchtop
testbeds:

Power -
>  Testbed 1: Supply |
: ' Backbone
— Bendix EC-80 EBC (Target)
—  Detroit Diesel CPC 3 (Control)

»  Testbed 2:
—  Wabco Smarttrac EBC (Target)

—  Detroit Diesel CPC 3 EVO
(Control)

Diagnostics
Adapter

|

»  Testbed 3:
—  Detroit Diesel CPC 3 (Target)

— Bendix EC-60 EBC (Control) CPC FJEBC |

»  Testbed 4:
—  Detroit Diesel CPC 4 (Target)
— Bendix EC-60 EBC (Control)




Research Truck Testbed

Diagnostic
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Freightliner Cab Testbed

Diagnostic
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Attacker

sudo ip link set can® down
sudo ip link set can@ up type can bitrate 500000
sudo ifconfig can® txqueuelen 100000
- cangen can® -e -g 1 -1 0C00000B -D 0000000000000000 -LB
:~% cangen can® -e -g 1 -1 0CO0000B -D 00GDODOOOOODODOO -LB8

Command
Injection
Attack

:~5 candump any | grep 0C00000B

Diagnostics CAN Internal CAN



Attacker

:~5 cangen can® -e -g 1 -I 18DAGBF9 -D 6210030000000000 -L8

Diagnostic
Attack

:~S candump grep 18DAGBF9
02 10 63 00 66 oo
82 1@ o3 e 6o 6o
02 10 63 00 66 oo
82 16 o3 eé ee oo
02 10 63 00 66 6o
82 10 63 00 00 6o
82 10 63 00 00 6o
82 10 83 00 66 6o
82 10 83 00 006 6o
82 10 83 00 00 6o
82 10 63 00 00 66
82 10 a3 80 00 ee
82 10 63 80 00 66
82 10 a3 88 00 66
82 10 63 88 00 ee
82 10 a3 80 00 ee

Diagnostics CAN Internal CAN
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Hypothesis T

| - . . .
i Periodic Transmission

| - . . .
i Periodic Transmission

Periodic Transmission

. Specification: Upon receiving a Read Data
by Identifier request, the ECU shall access
the data elements of the records specified by
the data identifier and transmit their value.

Read Data by ID Request }:

Periodic Transmission

Read Data by ID Request >

Read Data by ID Request }:

Read Data by ID Request >
Read Data by ID Request }:

' Periodic Transmission

. Attack: Sending a high volume of Read Data
by Identifier requests.

| SR A A A

. Expected Result: ECU becomes Read Data by ID Request _ |
- |

overwhelmed and cannot carrying out more ' Read Data by ID Request }:
critical tasks like transmission of periodic | Read Data by ID Request }:

messages. M| ’?_u| | Network
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Observations on
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Number of Messages on the network in 1s

Normal
Conditions

Freightliner Cab Testbed

1 Messages from CPC

B Messages from EBC

1 Messages from Body Controller
Bl Messages from Cab Controller

Diagnostics Read Data by
Session ID Overload
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Hypothesis

Attacker | | ECU | Tester

. Specification: There shall always be exactly — .

: Diagnostics Session Control Request '

Megative Acknowledgement

. Expected Result: ECU ignores other ecter Procent g

legitimate Diagnostic Session Control .

: Tester Present

requests. Diagnostic tools and software !

cannot establish a connection to the ECU. Attacker |Ecu| | Tester

Y

one diagnostic session active in an ECU. . >

'€ Positive Acknowledgement ! !

. Attack: Establish a false session with an ECU | raster Present ol !
by sending Diagnostics Session Control éTester Present }
messages followed by Tester Present signals | Tester Present >

to keep the session alive. E{ Diagnostics Session Control Request E

Y




Observations on

b current.elg - Communication Manager

File  View Teols Help

= R @

Edtract Extraction Log  Application Status

Benchtop Testbeds

Connecting

Vehicle Information
Vehicle ID

SW Version
Odometer

Trip Economy
Trip Distance
Trip Time




Observations on Freightliner Cab Testbed

3 WABCO TOO

YRR pAS 11939 Diag

fi Lo

-.____.-".“ P

OnLane LDW

2] X
TOOLBOX™
- Unable to read ECU Data, Check adapter settings and connection,
Cycle power to ECU and try again,
==
oK
=
RN
™S
Q=
[ OnSide | a
| Exit |
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Hypothesis oo e

i _ Single Frame Request :

< |

! ! Response >

. Specification: Flow Control (FC) frames are used to | Single Frame Request .
manage the transmission of multi-frame messages, first Frame
where 'Wait' frames indicate a pause in data | Flow Contral (Wait)
transmission and 'Clear to Send' (CTS) frames signal  Flow Control (Wait)

the continuation of transmission. Flow Control (Wait)

' Flow Control (CTS) ! !

«  Attack: Send specific pattern of FC frames — }E-( Single Frame Request |
repeatedly alternating between 'Wait' and 'CTS' within Flow Control (ait) _|

the maximum number of allowed 'Wait' frames. ;me Control (Wait) }

< Single Frame Request |

- Expected Result: This leads to a state where the ECU |
becomes overwhelmed and temporarily unable to low Eontrol [Wars
process or respond to other diagnostic requests

Attacker | ’?—U| Tester

>,
Flow Control (CTS) |




Observations on Benchtop Testbeds

o UDS Response | @ o o o ® o ®
(@)
(? UDS Request | ® ® o o o o o o o o
Q
= FC (Wait) e
Y—
@)
9 FC (CTS) o o o o o o
>
Read DTC [ ) @ [ )
2 4 6 8 10

Time in Seconds




Observations on Freightliner Cab Testbed

ription End Date:Thursday

o

System  Options  Help

PLUS“' Adapter J1939 Aftermarket DTC & Maintenance
Selection Roll Call Programming Manual Lookup

i
orma i
Truck | Tractor | Bus [J1939] )
. . - = WABCO Pneumatic ABS E8
Diagnostics e
Hydraulic ABS (SmartTrac) System  Display Components Options  Help
. OnGuard
Session ntare ES P :
eumatic ABS
Pneumatic ABS/EBS n u m I
[l Truck | Tractar | Bus [J1708]
i ECAS - Truck & Bus
Hydraulic ABS
Pneumatic ABS
£ Trailer [PLC | J1708 | CAN]
Trailer ABS .
TailGuard ECU Product Information DTC Stalus
- - - & - = . Parthumber: | Number of Active DTCs:
System  Options  Help System Can —_ Warning Lamp Status:
PLus‘“ Adapter J1939 Aftermarket DTC & Maintenance
Selection Roll Call Programming Manual Lookup System Name: | Wheel Sensor Data
= Truck | Tractor | Bus [J1939] . Left Right
i ECAS CAN2 (OptiRide) S WABCO Preumatic ABS mBSP X Dateof Production: | —— ——
Front
- Hydraulic ABS (SmartTrac) System  Display Components Options Help Serial N m
- OnGuard rial Number: | Rear — I
i Onlane v i
" OnSide eatures:
i I 3rd
- Pneumatic ABS/EBS smart rac "
Truck | Tractor | Bus [J1708]
i ECAS - Truck & Bus n - -
i Hydraulic ABS P e m tl -
- Pneumatic ABS u a c
- Trailer [PLC | J1708 | CAN]
i~ Trailer ABS
i TailGuard ECU Product Information DTC Status
= Trailer RSS (Roll Stability) i .
PartNumber  [gp0g671010 Number of Active DTC: 18
: Warning Lamp Status:
Roll Call: Closed. SystomContguation:  [i7M arning Lamp Status [OFF
GREEN = System Found No Active Fault(s) .
e —— System Name: [mBSP_WET_ABS. b, 500K B Wheel Sonsr Dt Durin g the
Left Right
DateofProducton:  [T0/2872018
ATTENTION: New WCCC il add
enca——— Frow  [0OmeR T [30meh Attack
Serial Number: 164153 o o5
Warranty Submission Form Rear -0 meh Omeh
Featues: [ATC, HSA
3rd 0.0 mph 0.0 mph
Check for Software Updates
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